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Problem
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● whether providers and 
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Problem

No matter
● how the specs are stated
● how often they change
● whether providers and 

users are the same team 
or not

There will always be
● Misunderstandings
● Oversights

Which lead to
● Bugs
● Security vulnerabilities

Can a computer help us solve this problem?

That’s our research
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Prototype: The IoT lightbulb
● Wrote all digital parts from scratch
● Using bedrock2

– a low-level programming language with verification support
● Very simple at the moment
● Goal: Should scale to more realistic applications
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printf '1' | nc -w0 -u 192.168.1.123 9999
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printf '0' | nc -w0 -u 192.168.1.123 9999



1818



1919

Interface



2020

Interface



21

Specification using a Log

21
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How to specify the behavior of the 
processor
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How to specify the behavior of the 
processor

● Using the hardware description language Kami
● Embedded in Coq
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Kami Semantics
o: old state of register file

(mapping from register names
r to values v)

u: updates to register fileℓ: labels (to go in log)

More details on Kami: See ICFP’17 paper

Q: Where do you see/expect
small-step/big-step/denotational
semantics?
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Denotational semantics for Kami expressions
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From single step to multistep in Kami
  Inductive Multistep: RegsT -> RegsT -> list LabelT -> Prop :=
  | NilMultistep o1 o2: o1 = o2 -> Multistep o1 o2 nil
  | Multi o a n (HMultistep: Multistep o n a)
          u l (HStep: Step n u l):
      Multistep o (M.union u n) (l :: a).
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Specification using a Log
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The lightbulb spec

lightbulb_spec: 

The log of the blue wires and the red wire respects the 
following regular expression:

BootSeq ((Recv1 On) | (Recv0 Off) | RecvInvalid | PollNone)*
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The end-to-end theorem

Using Coq, we developed
● a software image (list of bytes)
● a pipelined processor
● a theorem:

  

If you put the image at address 0 and set PC to 0 and run our 
processor, the log of the blue wires and the red wire respects the 
following regular expression:
 
BootSeq ((Recv1 TurnOn) | (Recv0 TurnOff) | RecvInvalid | PollNone)*



35

End-to-end theorem

Theorem end2end_lightbulb: ∀ mem0 t,
  bytes_at (instrencode lightbulb_insts) 0 mem0 ∧
  Trace (p4mm mem0) t →
  ∃ t': list (string * word * word),
    KamiRiscv.KamiLabelSeqR t t' ∧
    prefix_of t' goodHlTrace.

Definition goodHlTrace := BootSeq +++
  ( (EX b:bool, Recv b +++ LightbulbCmd b)
    ||| RecvInvalid ||| PollNone            )*.
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The source language
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Bedrock2
Grammar
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vcgen c t m l P := 
“what do I need to prove to know that 
executing command c from a state (t,m,l) 
always terminates, and that the final state 
satisfies P?”

Bedrock2 Semantics
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Sample program verification
● Let’s step through a simple program and see how it 

creates an MMIO event in the trace
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function attempt_read_byte() returns (uint32_t err, uint32_t v) {
   uint32_t busy = MMIOREAD(SPI_READ_ADDR);
   if (busy >> 31) {
      err = 1;
   } else {
      err = 0;
      v = busy & 0xff;
   }
}

Lemma attempt_read_byte_correct: ∀ t m,
   vcgen (body attempt_read_byte) t m empty (λ t’ m’ l’ =>
      ∃b, t’ = (“MMIOREAD”, SPI_READ_ADDR, b)::t ∧
          (0 <= b < 256  l’[err] = 0  l’[v] = b) ∧ ∧ ∨
          (b >> 31 = 1  l’[err] = 1).∧
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∀ t m, vcgen (
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∀ t m, vcgen (
   uint32_t busy = MMIOREAD(SPI_READ_ADDR);
)
t m empty (λ t’ m’ l’ =>
   vcgen (
      if (busy >> 31) {
         err = 1;
      } else {
         err = 0;
         v = busy & 0xff;
      }
   ) t’ m’ l’ (λ t’’ m’’ l’’ =>
      ∃b, t’’ = (“MMIOREAD”, SPI_READ_ADDR, b)::t ∧
          (0 <= b < 256  l’’[err] = 0  l’’[v] = b) ∧ ∧ ∨
          (b >> 31 = 1  l’’[err] = 1)∧
)
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∀ t m, vcextern MMIOREAD t [SPI_READ_ADDR] (λ b =>
  (λ t’ m’ l’ =>
      vcgen (
         if (busy >> 31) {
            err = 1;
         } else {
            err = 0;
            v = busy & 0xff;
         }
      ) t’ m’ l’ (λ t’’ m’’ l’’ =>
         ∃b, t’’ = (“MMIOREAD”, SPI_READ_ADDR, b)::t ∧
             (0 <= b < 256  l’’[err] = 0  l’’[v] = b) ∧ ∧ ∨
             (b >> 31 = 1  l’’[err] = 1).∧
   ) ((“MMIOREAD”, SPI_READ_ADDR, b)::t) m empty[busy:=b])
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∀ t m, vcextern MMIOREAD t [SPI_READ_ADDR] (λ b =>
   vcgen 
   (
      if (busy >> 31) {
         err = 1;
      } else {
         err = 0;
         v = busy & 0xff;
      }
   ) 
   ((“MMIOREAD”, SPI_READ_ADDR, b)::t) 
   m 
   empty[busy:=b] 
   (λ t’’ m’’ l’’ =>
         ∃b, t’’ = (“MMIOREAD”, SPI_READ_ADDR, b)::t ∧
             (0 <= b < 256  l’’[err] = 0  l’’[v] = b) ∧ ∧ ∨
             (b >> 31 = 1  l’’[err] = 1)))∧
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∀ t m, SPI_READ_ADDR  MMIO_RANGE  ∀ r, (∈ ∧ λ b =>
   vcgen 
   (
      if (busy >> 31) {
         err = 1;
      } else {
         err = 0;
         v = busy & 0xff;
      }
   ) 
   ((“MMIOREAD”, SPI_READ_ADDR, b)::t) 
   m 
   empty[busy:=b] 
   (λ t’’ m’’ l’’ =>
         ∃b, t’’ = (“MMIOREAD”, SPI_READ_ADDR, b)::t ∧
             (0 <= b < 256  l’’[err] = 0  l’’[v] = b) ∧ ∧ ∨
             (b >> 31 = 1  l’’[err] = 1))∧
) r
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∀ t m r,
   vcgen 
   (
      if (busy >> 31) {
         err = 1;
      } else {
         err = 0;
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∀ t m r,
   ∃ a, vcexpr m empty[busy:=r] (busy >> 31) a 
       ∧ (a <> 0 ->
         vcgen (
            err = 1
         ) ((“MMIOREAD”, SPI_READ_ADDR, r)::t) m empty[busy:=r] 
         (λ t’’ m’’ l’’ =>
               ∃b, t’’ = (“MMIOREAD”, SPI_READ_ADDR, b)::t ∧
                   (0 <= b < 256  l’’[err] = 0  l’’[v] = b) ∧ ∧ ∨
                   (b >> 31 = 1  l’’[err] = 1)))∧
       ∧ (a = 0 ->
         vcgen (
            err = 0;
            v = busy & 0xff;
         ) ((“MMIOREAD”, SPI_READ_ADDR, r)::t) m empty[busy:=r] 
         (λ t’’ m’’ l’’ =>
               ∃b, t’’ = (“MMIOREAD”, SPI_READ_ADDR, b)::t ∧
                   (0 <= b < 256  l’’[err] = 0  l’’[v] = b) ∧ ∧ ∨
                   (b >> 31 = 1  l’’[err] = 1)))∧
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∀ t m r,
   ∃ a, a = r >> 31
       ∧ (a <> 0 ->
         vcgen (
            err = 1
         ) ((“MMIOREAD”, SPI_READ_ADDR, r)::t) m empty[busy:=r] 
         (λ t’’ m’’ l’’ =>
               ∃b, t’’ = (“MMIOREAD”, SPI_READ_ADDR, b)::t ∧
                   (0 <= b < 256  l’’[err] = 0  l’’[v] = b) ∧ ∧ ∨
                   (b >> 31 = 1  l’’[err] = 1)))∧
       ∧ (a = 0 ->
         vcgen (
            err = 0;
            v = busy & 0xff;
         ) ((“MMIOREAD”, SPI_READ_ADDR, r)::t) m empty[busy:=r] 
         (λ t’’ m’’ l’’ =>
               ∃b, t’’ = (“MMIOREAD”, SPI_READ_ADDR, b)::t ∧
                   (0 <= b < 256  l’’[err] = 0  l’’[v] = b) ∧ ∧ ∨
                   (b >> 31 = 1  l’’[err] = 1)))∧
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∀ t m r,
        (r >> 31 <> 0 ->
         vcgen (
            err = 1
         ) ((“MMIOREAD”, SPI_READ_ADDR, r)::t) m empty[busy:=r] 
         (λ t’’ m’’ l’’ =>
               ∃b, t’’ = (“MMIOREAD”, SPI_READ_ADDR, b)::t ∧
                   (0 <= b < 256  l’’[err] = 0  l’’[v] = b) ∧ ∧ ∨
                   (b >> 31 = 1  l’’[err] = 1)))∧
       ∧ (r >> 31 = 0 ->
         vcgen (
            err = 0;
            v = busy & 0xff;
         ) ((“MMIOREAD”, SPI_READ_ADDR, r)::t) m empty[busy:=r] 
         (λ t’’ m’’ l’’ =>
               ∃b, t’’ = (“MMIOREAD”, SPI_READ_ADDR, b)::t ∧
                   (0 <= b < 256  l’’[err] = 0  l’’[v] = b) ∧ ∧ ∨
                   (b >> 31 = 1  l’’[err] = 1)))∧



54

∀ t m r,
        (r >> 31 <> 0 ->
         vcgen (
            err = 1
         ) ((“MMIOREAD”, SPI_READ_ADDR, r)::t) m empty[busy:=r] 
         (λ t’’ m’’ l’’ =>
               ∃b, t’’ = (“MMIOREAD”, SPI_READ_ADDR, b)::t ∧
                   (0 <= b < 256  l’’[err] = 0  l’’[v] = b) ∧ ∧ ∨
                   (b >> 31 = 1  l’’[err] = 1)))∧
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∀ t m r,
        (r >> 31 <> 0 ->
         (λ t’’ m’’ l’’ =>
               ∃b, t’’ = (“MMIOREAD”, SPI_READ_ADDR, b)::t ∧
                   (0 <= b < 256  l’’[err] = 0  l’’[v] = b) ∧ ∧ ∨
                   (b >> 31 = 1  l’’[err] = 1)))∧
         ((“MMIOREAD”, SPI_READ_ADDR, r)::t) m empty[busy:=r][err:=1]
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∀ t m r, r >> 31 <> 0 ->
  ∃b, ((“MMIOREAD”, SPI_READ_ADDR, r)::t) = (“MMIOREAD”, SPI_READ_ADDR, b)::t ∧
      ((0 <= b < 256  empty[busy:=r][err:=1][err] = 0  ∧ ∧
       empty[busy:=r][err:=1][v] = b)
       ∨
      (b >> 31 = 1  empty[busy:=r][err:=1][err] = 1)))∧
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∀ t m r, r >> 31 <> 0 ->
      True ∧
      ((0 <= r < 256  empty[busy:=r][err:=1][err] = 0  ∧ ∧
       empty[busy:=r][err:=1][v] = r)
       ∨
      (r >> 31 = 1  empty[busy:=r][err:=1][err] = 1)))∧
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∀ t m r, r >> 31 <> 0 ->
      (r >> 31 = 1  empty[busy:=r][err:=1][err] = 1)∧
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∀ t m r, r >> 31 <> 0 ->
       r >> 31 = 1  empty[busy:=r][err:=1][err] = 1∧
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Viewing postconditions as 
continuations

k: continuation taking the result value of the expression
P: postcondition taking resulting trace t, memory m, and local vars l
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Bedrock2 semantics for compiler 
correctness proof

● vcgen is a function
● But for compiler correctness, need an Inductive 

representing executions to drive proof by induction over 
executions of programs
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Compiler correctness
Simple case: Source and target language is the same

 ∀ t m l,  c/m/l/t  Q    compile(c)/m/l/t Q⇓ ⟶ ⇓

“c/m/l/t  Q” is an Inductive Prop, and we can write ⇓
proofs by induction on it
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Applications

Processor

Compiler

Libraries

Library API Specs

Programming Language Spec

RISC-V ISA

Hardware Description Language Spec

System Behavior Requirements

Apply semantics, PL, verification 
throughout the whole stack
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Questions?
References:
● Integration Verification across Software and Hardware for a Simple Embedded System

https://dl.acm.org/doi/pdf/10.1145/3453483.3454065 
● Omnisemantics: Smoother Handling of Nondeterminism 

https://hal.inria.fr/hal-03255472v2/document 
● A Multipurpose Formal RISC-V Specification

https://arxiv.org/pdf/2104.00762.pdf 
● Kami: a platform for high-level parametric hardware specification and its modular verification 

https://dl.acm.org/doi/pdf/10.1145/3110268 
● Coq Code

https://github.com/mit-plv/bedrock2

gruetter@mit.edu @samuelgruetter

https://dl.acm.org/doi/pdf/10.1145/3453483.3454065
https://hal.inria.fr/hal-03255472v2/document
https://arxiv.org/pdf/2104.00762.pdf
https://dl.acm.org/doi/pdf/10.1145/3110268
https://github.com/mit-plv/bedrock2
mailto:gruetter@mit.edu
https://github.com/samuelgruetter
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